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Abstract: Cloud Computing is a new computing model that makes the IT world to equip with ready to use services that help
in outsourcing data, computing and so on. However, security is an important concern. Adversaries are able to launch DDoS
(Distributed Denial of Service) attacks. These attacks compromise some of the Virtual Machines (VMs) first and then
perform DDoS activities. The compromised VMs are known as zombies. With respect to cloud computing networks detecting
zombie exploration attacks is difficult. When users of cloud install vulnerable applications, this will be exploited by hackers.
Chung et al. proposed a network intrusion detection system which is based on graph-based analytical models and
countermeasures. This improves attack detection and also reduces consequences of attacks. This Intrusion Detection System
has limitations. Very important one is that it only focuses on network IDS approach to detect zombies while ignoring the host
based IDS solution. To overcome this problem, in this paper we extend this NIDS further to incorporate host based IDS
approach in order to create a hybrid IDS which exploits the benefits of both the IDS. Through extensive simulations, we test
our Hybrid Intrusion Detection System (HIDS) which improves detection accuracy.
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I. INTRODUCTION
Cloud computing has become a reality and it is being used by individuals and organizations in one way or other. It is a new
computing model which enables individuals and organizations to have access to plethora of computing resources that are
otherwise not easy to get. There is no capital investment required. Cloud provides its services in pay per use fashion. The
business models after cloud computing technology can help organizations to get customized services. The cloud computing is
based on virtualization which provides affordable cloud services. On top of virtualized networks, cloud computing is built. In
this context, it is very important to have security measures like intrusion detection systems in place.
The success of cloud computing depends on the paradigm that makes the cloud to work on the top of virtualized networks.
This is because the virtualization technology makes the cloud services cheaper as it helps in reducing physical machines and
thereby costs incurred. As VM usage does not incur monetary burdens on cloud computing the usage of Virtual Machines is
prevalent. This has paved way for the research on VM Ware and other related technologies. A machine within another machine
is the virtual machine which is essentially a software component which mimics like a real machine. This is the trick that lets the
industry to have services for lesser costs. However, VMs are vulnerable to attacks such as DDoS that causes problems to cloud
service providers and cloud users. There should be mechanisms that can prevent these attacks. Many researchers provided
solutions in the form of intrusion detection systems. The intrusion detection systems are either host based or network based.
Host based system takes care of protection of one machine while the network based one protects the whole network as a whole.
In order to prevent such attacks and secure the whole cloud network, recently, Chung et al. [1] proposed an architecture in
virtualization and cloud that performed intrusion detection in distributed environment.
This paper focuses on host-based IDS that can provide fool proof security that is in virtual networks environment in the
context of cloud computing. The proposed IDS provide detection accuracy and are robust with respect to delay performance.
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The detection agent concept is employed where an agent is deployed into each VM for monitoring intrusions. This will be done
effectively as every node is protected from malicious attacks. The system can also provide scalability besides improving
detection accuracy and delay performance. The remainder of this paper is structured as follows. Section II reviews literature on
intrusion detection systems. Section III provides proposed system. Section IV presents experimental results while section V
concludes the paper.
II. RELATED WORK
In this section literature is review on prior works. The IDS explored in [2] works well in identifying nodes that are
compromised by adversaries. Same kind of research is made in [3] and treated the compromised nodes as zombies. The
characterization of zombies is done in [4] for identifying zombies in communication networks. Attack graph construction and
the notion of atomic attacks are explored in [4]. These attacks can cause the VMs to have inconsistent states. MulVAL is the
attack graph tool used in [5] as part of detection system. Logic programming approach was used by MulVAL while the
assumption of onotonicity was proposed in [6] with a pre-condition regarding invalidation with respect to each exploit.
When attack graph is considered in [7], the tracing of alerts is done by employing a new phenomenon that is related to
exploits. In-memory based data structure is used and the solution is known as queue graph for better security. IDS and firewalls
came into existence and served IT industry well. The intrusion detection systems provide plethora of alerts. Such alert
correlation is also performed by many researchers in the context of intrusion detection system s as part of multi-part solution.
Alert correlation is very useful as explored in [8] in order to identify attacks accurately. In [9], the attack graph concept is
modified and the modified attack-graph was employed for writing a better correlation algorithm.
Later in [10] Bayesian Attack Graph (BAG) for intrusion detection while countermeasure tree (ACT) was constructed for
the same purpose in [11]. There is a major difference between them which is nothing but the fact that both attacks and
countermeasures are in the same structure with respect to ACT. Another difference is that BAG makes use of genetic
algorithms while the ACT does not use them. There are many existing intrusion detection systems such as OpenFlow protocol
[12], SDN [13], OVS [14] and [15]. Recently Chung et al. proposed NICE in virtualized network environment which is meant
for intrusion detection and provides scalable solution with high success rate. In this paper we implement new IDS which are
influenced by NICE.
III. PROPOSED SIMULATION MODEL
The proposed host-based IDS in this paper are modeled for high scalability and better performance. This work was

influenced by the work in NICE [1]. The concept of detection agent is used that will take care of monitoring each VM for
intrusion detection. There is local attack analyzed for every VM that can be used by detection agent. The cloud servers are in
place and each cloud server can host multiple virtual machines. There is network controller to control and coordinate the
mechanism. When any user interacts with VM, the detection agent starts monitoring that and the status of VM is altered based
on the monitoring process. The network controller coordinates the process and when intrusion is confirmed, the VM is marked
as “Blocked VM”. As this kind of logic is available for all nodes in the network, this will be easier to have intrusion detection
with ease.
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Figure 1 – Broad architectural overview of the proposed system

where

indicates NICE-Agent

As can be seen in Figure 1, it is evident that the architecture of the proposed system has multiple cloud servers and each
server has multiple VMs. In each VM, detection capabilities are there with the help of detection agent and also attack analyzer.
This way the proposed IDS take care of full security of the communications network in virtualized network environment.
IV. EXPERIMENTAL RESULTS
We built a simulation model as described in the previous section. The environment used is Ubuntu 12.4 Linux based OS.
NS2 version 2.3.4 is used along with Tool Command Language. The experiments are done in terms of detection of intrusion,
intrusion accuracy and also the performance in terms of delay, success rate, QoS, and CPU utilization.

Figure 2 – The network virtualization is in place and the detection process starts

As can be seen in Figure 2, it is evident that there are two cloud servers. Normal nodes are presented in black color that acts
as the nodes for background processing. There are some Detection Agents represented in blue color. These are actually VMs
containing detection agents. Network controller makes decisions when malicious attacks are observed. For instance when a
malicious attack is made, a VM gets compromised. Network controller might mark the VM as suspected or blocked based on
the severity of maliciousness.
As shown in Figure 3, it is evident that the network is being used and the nodes are performing their respective duties. Most
importantly every server starts working with VM deployment and other activities in cloud. Each VM is associated
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Figure 3 – Host-based intrusion detection is working

with detection Agent who is responsible for detecting malicious behavior. The simulation also reflects the common
communication rounds.

Figure 4 – Detection of malicious attacks

As seen in Figure 4, malicious user is trying to access a VM. Then the DA associated with VM is able to inform about the
presence of malicious user. Then the attack analyzer performs intrusion detection process and the result is notified to network
controller where appropriate decision is made. When normal user interacts with VM, the normal procedure takes place and
network functions as expected. The Network controller starts the process. The VM attacked by malicious user severely is
marked
As Blocked VM and if the attack sensitivity is less the VM is marked as a suspected VM. This process has been carried out
in server 2.

Figure 5 – Network controller marking VMs attacked as blocked/suspected
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Figure 6 – Network controller marking VMs attacked as blocked/suspected

The Network controller starts the process. The VM attacked by malicious user severely is marked as Blocked VM and if
the attack severity is less the VM is marked as a suspected VM. This process has been carried out in server 1.
As can be seen in Figure 7, it is evident that the delay statistics are visualized in the graph. The delay analysis of the
proposed system is compared with existing system. The proposed host-based intrusion detection reveals improved performance
in terms of delay.

Figure 7 – Comparison of delay analysis

Figure 8 – Comparison of QoS

As can be seen in Figure 8, it is evident that the QoS statistics are visualized in the graph. The QoS of the proposed system
is compared with existing system. The proposed host-based intrusion detection reveals improved QoS performance.

© 2014, IJARCSMS All Rights Reserved

ISSN: 2321‐7782 (Online)

566 | P a g e

Anitha et al.

International Journal of Advance Research in Computer Science and Management Studies
Volume 2, Issue 11, November 2014 pg. 562-568

Figure 9 – Comparison of success rate

As can be seen in Figure 9, it is evident that the success rate statistics are visualized in the graph. The success rate of the
proposed system is compared with existing system. The proposed host-based intrusion detection reveals improved performance
in terms of success rate.

Figure 10 – Comparison of CPU utilization

As can be seen in Figure 10, it is evident that the CPU utilization statistics are visualized in the graph. The CPU utilization
of the proposed system is compared with existing system. The proposed host-based intrusion detection reveals improved
performance in terms of CPU utilization.
V. CONCLUSION AND FUTURE WORK
In this paper, we studied intrusion detection systems in distributed virtual network environments. Virtualization technology
is widely used at server side processing as it can leverage and extend the functionality of physical servers. This technology is
the basis for the success of cloud computing. In fact it made cloud computing cheaper and affordable to general public. In the
context of virtual networking environments, security problems have been reported by researchers and also the Cloud Security
Alliance (CSA). The deployed VMs in cloud environment are vulnerable to DDoS attacks. It is done by adversaries by
compromising a VM and performing attacks through it. NICE is the recently proposed network-based intrusion detection system
meant for virtual network environment which has limited scalability. To overcome this problem, we implemented host-based
IDS that improved accuracy and delay performance. Our NS2 simulations reveal that the host-based IDS can scale well besides
showing comparable performance in terms of delay, QoS and success rate. However, CPU utilization is more due to the tradeoff
between other performance gains and CPU utilization. Improving it is an important direction for future work.
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