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Abstract: The security for data in the ordered bucketization (OB) as a cryptographic object. In OB, plaintext space is divided 

into p disjoint buckets, numbered from 1 to p, based on the order of the ranges that they cover. With bucketization, including 

OB, various types of SQL queries over encrypted data are possible, if the bucket number, which corresponds to the original 

plaintext before encryption, is attached to each encrypted data. Therefore, this method is very useful when users cannot store 

their data without encryption such as in a cloud computing environment. Due to lack in data security OB can be a 

replacement for an order preserving encryption (OPE). That also not provides security instead of removing False Positive. 

This paper defines new symmetric encryption scheme with OB (EOB) that can be constructed with any OB scheme is 

defined. In EOB, the result of encryption is in the form of bucket#||ciphertext, where bucket# refers to the bucket number of 

messages that are encrypted; and the bucket number is the result of OB, and the ciphertext part is the result of the 

conventional symmetric encryption. And also implement the bucketization for all different kinds of data like audio, video and 

images. Then enhance the security model for the encrypted data using IND-OCPA-P model. Previous constructions 

proposed for efficient range queries were not secure in this model. Finally, the efficiency of the proposed scheme is discussed 

in terms of the number of false positives in a range query. In the proposed OB, p-1 points are selected on the uniform 

distribution in the plaintext-space and the plaintext-space is divided based on the selected points The proposed scheme does 

not consider the distribution of plaintexts because the adversary of a chosen-plaintext capability can easily break the EOB 

scheme if the underlying OB considers the distribution of the plaintexts. By analyzing the probability distribution of the 

width of a bucket in the proposed OB and checking the analysis result through experiments after implementation, the 

proposed scheme provided a reasonable range querying efficiency. 

I. INTRODUCTION 

A novel bucketization and partitioning structure is proposed which then inflfenced many of the papers in literature. An 

algebraic framework is described for query rewriting over encrypted attributes.  

The main idea is to map the plaintext values to ciphertext values by splitting the domain values of plaintexts into some 

partitions and giving them bucket ids. Each relation R (A1, A2, ..., AN) is stored as an encrypted relation: RS (encrypted tuple, 

A1_S, A1_S, ... , A1_S) where the attribute encrypted tuple is the encrypted string that corresponds to a tuple in R. Each attribute 

Ai_S is the index for the attribute Ai. The domain of Ai is partitioned into partitions p1, p2, ..., pn such any two partitions do not 

overlap and the partitions taken as a whole cover the whole domain. Different attributes may be partitioned using different 

partitions functions. These partition functions may be any two functions satisfying the above two conditions. 

 

http://www.ijarcsms.com/
http://www.ijarcsms.com/


Dr. K. Swathi  et al.                                          International Journal of Advance Research in Computer Science and Management Studies 
                                                                                                                                              Volume 2, Issue 12, December 2014 pg. 1-4 

 © 2014, IJARCSMS All Rights Reserved                                                     ISSN: 2321‐7782 (Online)                                                    2 | P a g e  

II. RELATED WORK 

The first approach on how to support query operations on encrypted data with bucketization, after the data is encrypted, the 

ciphertext is concatenated to a bucket number, which is assigned to a specific range that includes the data. When a user requests 

a query operation, the server uses the bucket numbers to execute the query operation. For example, if a client program wants to 

retrieve the data in the range between 100,000 and 200,000, it first calculates the numbers of buckets whose union is the 

smallest set that covers the queried range. The client program sends the bucket numbers to the database server. The database 

server searches all the encrypted data whose bucket number is one of the received numbers. The server then, sends the data back 

to the client. The client can obtain the correct result by filtering out the data that are not in the range after decrypting them. In 

this case, a larger amount of data transmitted between the client and server than in the case where the database stores 

unencrypted data items due to the false positives that occur in cases where a bucket has both the data the client wants to retrieve 

and data that it does not want. In OPE, the order of the underlying plaintexts can be compared only with the computation of sub-

linear complexity from the ciphertexts without decrypting them. Owing to such efficiency, more efficient range queries can be 

supported with OPE compared to the case of using OB. Moreover, the result of range queries on ciphertexts encrypted by OPE 

does not produce false positives because the comparison ability on ciphertexts can distinguish whether a ciphertext has the 

plaintext in a specified range when the server has an encryption of two borders of the range being queried in the plaintext space. 

III. PROPOSED SYSTEM 

This paper proposes the IND-OCPA-P model to analyze the security of the proposed EOB and the encryption schemes 

supporting an efficient range query over encrypted data. 

1. The efficiency of the proposed scheme is discussed in terms of the number of false positives in a range query. The 

efficiency of a bucketization scheme depends on both the distribution of plaintexts and the width of a bucket. 

2. The proposed scheme does not consider the distribution of plaintexts because the adversary of a chosen-plaintext 

capability can easily break the EOB scheme if the underlying OB considers the distribution of the plaintexts. 

3. The proposed scheme and the query optimized bucketing (QOB) method were implemented to compare the number of 

false positives. An increase of the number of false positives was less than 3 percent. 

4. A definition of OB and EOB that can be implemented with a symmetric encryption scheme is also reported. In 

addition, a construction of an OB where the EOB implementation is secure on the INDOCPA-P model is outlined. 

5. Security analysis of an encryption scheme with the controlled diffusion bucketization the applicability of the proposed 

scheme to various applications in the place of OPE. 

ALGORITHM: 1- Construction of Ordered Bucketization 

» KEOB (p): Key generation algorithm,where p is the number of buckets. 

 

1. K← K  

(p) 

)  

2. KOB ← KOB

3. Return KEOB=(K,KOB

» £EOB(KEOB , m) (m € M): encryption algorithm. 

1) (K,KOB) ← KEOB 

2) bucket# ←TOB(KOB,m) 

$ 

$ 
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3) c  ← £(K,m) 

4) return CEOB = bucket# || c 

» DEOB(KEOB,CEOB): decryption algorithm 

1) (K,KOB) ← KEOB 

2) n||c ← cEOB 

3) m←D(K,c) 

4) return m 

ALGORITHM: 2- Proposed EOB construction 

KOB (p) 
 
010 Kp

bar ←|M|-1 
 
020 for(i=1…p-1) do Ki

bar←M 
 
030 sort (Ki

bar…Kp
bar) in ascending order 

 
         Let the result be (k(1)

bar…,K(p)
bar) 

 
040 KOB  ← (k(1)

bar…,K(p)
bar) 

 
050 Return KOB 

TOB(KOB,m) 
 
010 (k(1)

bar…,K(p)
bar) ← KOB 

 
020 if(n € M) then return ⊥  
 
030 for(i=1…,p) do 
 
If(m ≤  Ki

bar) then ret ← i 
 
040 Return ret 

 

IV. PERFORMANCE EVALUATION 

After the development, analyzes the efficiency of a range query over the data that is encrypted by EOB where the proposed 

OB is used. The main focus was to analyze the searching efficiency in terms of the false positive rate. To do this, the probability 

distribution of the rate of the width of a bucket to the size of the plaintext space was first analyzed to show that the width of a 

bucket is not skewed to be extremely large or small. This even-bucket-width property gives the proposed scheme a good 

querying performance on average. In the proposed OB, the p _ 1 points are randomly uniformly sampled in the plaintext space 

[0,|M|-1].The width of the ith bucket was determined by the selected points of (i-1)th order and ith order because the width is the 

difference of these two points. Therefore, to analyze the width of a bucket, it is important to analyze the probability distribution 

of the position of the selected points. 
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V. CONCLUSION 

A secure OB (Ordered Bucketization) was constructed with which any EOB that works on top of any IND-CPA-secure 

symmetric encryption scheme is secure on the IND-OCPA-P model. To analyze the security, this paper proposed a security 

model called IND-OCPA-P (INDistinguishability under ordered Chosen Plaintext Adversary with Polynomial querying 

distance) where no existing OPE and encryption with bucketization schemes have proven to be secure so far. 
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